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3. Ensure that, as identified and committed

by the Department of Energy and
Department of the Navy to the State of
Idaho, Naval Reactors’ fuel will be
placed into interim dry storage and be
among the early shipments of spent fuel
for final disposal in a permanent
repository. Continued achievement of
processing and storage of spent fuel
requires the recapitalization of Naval
Reactors’ fuel processing infrastructure.

Support increased utilization of nuclear-
powered warships to meet National
Security needs. This requires continued
action to optimize ship core life and
energy capability via a robust R&D
program, as well as reducing
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maintenance requirements and further
improving reliability.

Support design and development of
naval nuclear propulsion plants to meet
National Security needs. As assigned,
near-term requirements may include
platform development of a sea-based
strategic deterrent and modification of
an existing plant design for surface
combatant application.

Maintain operation of Naval Reactors’
land-based prototypes to support
qualification of nuclear plant operators
and testing capability for new
technology development. This requires
the refueling and maintenance overhaul
of the S8G prototype.
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Nuclear

]I PLANNING GUIDANCE FOR
COUNTERTERRORISM

State of the Enterprise

Nuclear terrorism has become an increasing
concern to our nation and an important focus for
DOE programs. The Office of the Deputy
Under Secretary for Counterterrorism (CT) was
created to coordinate activities with the NNSA,
to facilitate marshaling resources across all of
DOE, and to be the Department’s principal point
of contact with other U.S. government agencies
and foreign governments on counterterrorism
matters.

NNSA’s core expertise in nuclear sciences is
central to the national effort to deter, detect,
defeat, or attribute an attempted or actual
nuclear or radiological terrorist attack. Its
counterterrorism programs have evolved since
the 9/11 terrorist attacks and play a crucial role
in protecting the homeland. DOE and other
agencies rely on the national laboratories’
knowledge of nuclear weapons design to
identify novel and unconventional nuclear
threats; to support the design and evaluation of
radiation  detection systems; to  design
technologies to disarm a terrorist nuclear device;
and, to evaluate safeguards and security of
existing and future nuclear facilities.

NNSA’s nonproliferation programs secure
nuclear weapons and WMD materials in other
countries, strengthen international nuclear
safeguards and  foreign  export  control
capabilities, halt nuclear smuggling, and provide
ground-based, air-based and space-based
solutions to identify, locate and track WMD
materials, processes and facilities. In addition to
aiding in preventing the spread of nuclear
weapons to hostile national states, these
activities also reduce the danger that terrorists
could obtain WMD weapons, materials or
technologies.

NNSA works with other nations to develop
emergency  management  programs  and
infrastructure to reduce the risk of nuclear and
radiological events and to mitigate the

consequences of such an event. Moreover,
working with other agencies, we are expanding
the overseas detection and interception tripwires
to find and stop nuclear materials in transit.
Finally, our response teams provide the nation’s
last line of defense to search for and render safe
a nuclear device, and to provide consequence
management support in the event of an incident.

DOE’s ongoing efforts to ensure the nation’s
energy  supply, protect critical energy
infrastructure, support the U.S. intelligence
community, and conduct broad-based scientific
research contribute to our homeland security as
well.

Viewed comprehensively, these programs, and
related support to other agencies, comprise the
elements of a multi-layered defense of the nation
against the nuclear terrorism threat.

Administrator’s Priorities for
Counterterrorism

1. Strengthen coordination of
counterterrorism cooperation among
DOE, DoD, DHS and intelligence
community components. This includes
establishing control of sensitive IND
design information scaled to
appropriately meet the mission needs of
each agency.

2. Advance Technical Nuclear Forensics
capabilities. Ensure that DOE’s overall
contributions—in R&D, operational
capabilities and supporting
infrastructure—to all three mission areas
of technical nuclear forensics (pre-
detonation materials, pre-detonation
device, and post-detonation) are fully
integrated with other agencies’ efforts to
develop and sustain a national nuclear
attribution capability. Identify any gaps
in national capabilities and advise the
Administrator of actions necessary to
address DOE’s role in closing gaps.
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Facilitate cooperation with
international partners to prevent
nuclear terrorism. Develop new
international agreements and

programmatic relationships as required
to advance this agenda.

Assess  new  national  security
challenges for the national
laboratories. Work with DP and DNN
to address appropriate investments in
scientific expertise to ensure the
capability of the national laboratory
system to support vital national security
missions including nuclear
counterterrorism.

Coordinate counterterrorism activities
across DOE. Represent the Department
in the interagency including to the
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National ~ Counterterrorism  Center
Directorate for Strategic Operational
Planning and provide strategic guidance
to its efforts.

Establish procedures to coordinate
improvised nuclear device (IND) and
radiation detection research being
conducted by the national labs,
regardless of funding source. This
includes, among other things, policy and
procedures for resolving programmatic
conflicts between other agencies and the
Department.

Manage the Department’s
counterterrorism exercises program.
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EMERGENCY OPERATIONS

State of the Enterprise

Emergency Operations maintains an emergency
operations center, provides national radiological
search and emergency response teams, and
maintains a comprehensive program to ensure
continuity of essential DOE functions under all
Continuity of Government contingencies. In
order to provide a more comprehensive
responsive capability, several existing technical
activities within NNSA have been moved to
Emergency Operations to provide synergy with
existing roles and missions.

The Nuclear Counterterrorism/Incident
Response (NCTIR) program now comprises the
array of operational worldwide deployable
capabilities that currently exist in the areas of
Radiological Search and Identification, Nuclear
Render Safe, Radiological Consequence
Management and Nuclear Forensics (pre and
post detonation). It also includes analytical
efforts directed against potential terrorist nuclear
weapons that was previously managed by DP.
NCTIR provides technical assistance and
training to multiple countries to raise their
individual capabilities to counter nuclear
terrorism.

The Nuclear Weapons Incident Response
(NWIR) Program responds to and mitigates
nuclear and radiological incidents worldwide as
the nation’s primary capability for radiological
and nuclear emergency response.

The National Technical Nuclear Forensics
Program develops and strengthens DOE
capabilities to support pre- and post-detonation
nuclear forensics. Continued development of
this capability will facilitate the analysis and

characterization of radiological and nuclear
materials and improvised nuclear devices.
Developing forensic capabilities is a critical
component of nuclear material or device
attribution.

Stabilization involves the use of advanced
technologies to enhance our ability to interdict,
delay and/or prevent operation of a terrorist’s
radiological or nuclear device until national
assets arrive on the scene to conduct traditional
“render safe” procedures. NNSA will sponsor
new research in this area and continue to
leverage emerging technologies that have been
demonstrated successfully by the DoD in
support of the global war on terrorism. As this
research matures. it will provide opportunities to
add to the “toolbox” available to Federal
response teams.

Administrator’s Priorities for Emergency
Operations:

1. Maintain readiness level for deployable
nuclear incident response, including
full support to FBI, DHS, and other
Federal, state, and local responders.

2. Develop and deploy stabilization tools
to multiple cities across the country.

3. Develop/execute nuclear forensics
capabilities for pre- and post-
detonation phases.

4. Insure continued support to National
Security Special Events.

5. Support nuclear incident response
exercise programs.
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Nuclear Security Administration

K PLANNING GUIDANCE FOR
INFRASTRUCTURE AND ENVIRONMENT

State of the Enterprise

The Office of Infrastructure and Environment
(NA-50) is key to a successful transformation of
the Cold War nuclear weapons complex into a
21" Century national security enterprise.
NNSA'’s facilities currently occupy over 35-
million gross square feet of which over 25% will
become excess as a result of Complex
Transformation. Since a significant fraction of
our production capability resides in Manhattan
Project era facilities, infrastructure
modernization,  consolidation and  sizing
consistent with future needs is essential for an
economically sustainable Complex.

NA-50 through its environmental stewardship
programs works to reduces risk to human health
and the environment at NNSA sites and adjacent
areas. This includes operating and maintaining
environmental clean-up systems; performing
long-term environmental monitoring activities;
and integrating a responsible environmental
program with the NNSA mission activities.

Administrator’s Priorities for
Infrastructure and Environment

1. Lead NNSA’s implementation of DOE
project management policies, processes
and best practices that result in
improved project performance at
NNSA sites. Provide expert project
management oversight to ensure that the
NNSA’s construction projects are well
managed.

2. Establish and implement plans for the

consolidation and  disposition  of
nuclear materials excess to national
security needs. Work to “de-inventory”
Security Category | and Il quantities of
nuclear materials from several NNSA
sites. Provide for disposition of
materials as needed, and continue
ongoing efforts to consolidate and
dispose of unneeded actinide materials,
excess uranium, and other materials at
NNSA sites.

Partner with Defense Programs,
consistent with the goals of Complex
Transformation, to execute the
Facilities Infrastructure and
Recapitalization Program. Restore
enduring facilities and infrastructure to
industry standards, and integrate the
annual Ten-Year Site Plan process with
Complex Transformation planning and
NNSA management systems.

Establish and implement
environmental  management  and
regulatory compliance policies within
the DOE as they related to the NNSA
sites. Ensure environmental end-state
planning consistent with environmental
regulatory requirements for sites in the
nuclear weapons complex that may
undergo changes in mission/status under
Complex Transformation. Coordinate
appropriately with DP and DOE’s
Office of Environmental Management.
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L PLANNING GUIDANCE FOR
DEFENSE NUCLEAR SECURITY

State of the Enterprise

The years since the 9/11 terrorist attacks have
shown that the threat to our nuclear materials,
warheads, and information continues to evolve
and adapt. The March 2004 Madrid and July
2005 London transit system bombings, and the
propensity of terrorists to employ suicide
bombers, highlights the challenges facing
physical security. High profile hacking cases
affecting many federal agencies, including DOE
and NNSA, show the tenacity and reach of cyber
threats.

The Chief of Defense Nuclear Security (CDNS)
oversees security programs for the protection,
control and accounting of materials and
warheads, and for the physical and cyber
security for NNSA facilities. Accordingly, the
CDNS provides strategic guidance to the Office
of Defense Nuclear Security (NA-70) for
physical security and the Office of the Chief
Information Officer (NA-65) for cyber security.

Improvements have been made in every element
of NNSA’s security systems—both physical and
cyber. The number of protective force officers
at every site has increased and their weapons
and equipment upgraded. Strict physical access
control has been implemented around critical
facilities to reduce vulnerability to vehicle-borne
explosives.  Improved cyber access controls
have reduced the risk of data loss.
Consolidation of special nuclear materials at
most secure facilities is underway. Paralleling
the efforts in physical security, the NNSA CIO
has improved the cyber security posture at
NNSA sites and offices. New cyber security
standards and qualifications, reduction of access
ports to classified systems, consolidation of
classified electronic media, and improved cyber-
security awareness across the complex have
enhanced NNSA'’s cyber-security posture.

Administrator’s Priorities Chief of
Defense Nuclear Security

A great challenge facing the CDNS is to
leverage the work of other federal and industry
partners in managing the risks and costs of
physical and cyber security during Complex
Transformation.  The stand-up of a new
classified network, the consolidation of special
nuclear materials, the shift to new and more
secure facilities for these materials such as the
Highly Enriched Uranium Materials Facility at
Y-12, and the attendant reduction in the physical
and cyber security footprint offers opportunities
to realize security cost efficiencies in the long
term.

1. Sustain and continue the security
enhancements made to NNSA
programs and facilities in the post 9/11
period.

2. Reduce cyber and physical security
vulnerabilities. Establish  the
Information Assurance Response Center
(IARC) as the NNSA'’s enterprise cyber
security operations center.

3. Provide Security Program Integration
Leadership. Both  within  the
Department and with other inter-agency
and international partners.

4. Provide Security Program
Management Leadership. Assist each
site to achieve a cost-effective physical
security—both personnel and
technology solutions—and cyber
security, using  best-in-class  risk
management principles and processes.
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Nuclear Security Administration

M PLANNING GUIDANCE FOR MANAGEMENT
AND ADMINISTRATION AND THE NNSA
SERVICE CENTER

State of the Enterprise

The Office of Management and Administration
(M&A) and the NNSA Service Center serve the
entire NNSA organization by providing a variety
of day-to-day functions needed to operate the
NNSA as a federal organization as well as the
nuclear weapons complex. In response to Office
of Management and Budget direction, NNSA is
moving to more widespread use of direct
contracting with the private sector, especially
small business in conducting threat reduction
work. The NNSA Service Center, working with
program offices, is the key element in placing
and managing these procurements in a prompt
and efficient manner. The Service Center is
developing an effective, transparent, and timely
process to complete contract awards, as well as
to track the performance and completion of
contracting these efforts.

Administrator’s Priorities for M&A and
the NNSA Service Center

Above all, M&A and the Service Center must
work to NNSA’s goal of being recognized
widely as “Employer of Choice.”

1. Establish and institutionalize

workforce planning. Align plans to
Program Direction and Program budgets
that provide for critical skills pipeline
training, planning and investment;
personnel development, and mobility
and secession planning. Achieve
diversity and continual learning; and
pay-for-performance based workforce
management.

Advance complex wide business
management systems, processes and
practices. Provide a complex wide
supply chain and acquisition
management process; increase the
diversity of small businesses supporting
NNSA; and standardize and integrate
unclassified information management
systems, tools and practices.

Establish  Information  Technology
Governance and Enterprise
Architecture. Ensure coordination of IT
investments and alignment with NNSA
goals and priorities, including those of
Complex Transformation.
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